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Sectéra’ Edge” Smartphone (SME PED)

Procurement Options

The Sectéra® Edge™ Smartphone converges secure wireless
voice and data by combining the functionality of a wireless
phone and PDA — all in one easy-to-use handheld device.
Developed for the National Security Agency’s Secure Mobile
Environment Portable Electronic Device (SME PED) program,
the Edge is certified to protect wireless voice communica-
tions classified Top Secret and below as well as data-at-rest
storage and access to e-mail and websites classified Secret
and below.
Sectera Edge Product
® Sectéra Edge smartphone (SME PED) +Wireless Module
(GSM/CDMA)
= Edge Accessories
2 n® ™ £ @ ™
sz‘gﬁ%ﬁfﬁ; Sglgtl\:;\awﬁ::g:s; = DoD PKI CAC (Applicable Only for Non-Type 1/NIPRNET E-mail)
Module Module
(Common
Access Card)
Cellular Service
GSM CDMA ® AT&T Wireless, -Mobile or Worldcell for GSM
WIRELESS — or— WIRELESS . .
NETWORK NETWORK ® Verizon Wireless for CDMA
® Rogers for GSM (Canada)
GOVERNMENT DATA CENTER
MCED MCEP Capability
{Multi-Carrier Entry Point) ® |mplemented and operated by DISA
, Apriva® Sensa™ Server Software
SAIRZINE SMEFED ® Sensa Mail Server
S::jiﬂl\:i?g%rg?gt and Mail Software = One Management Server Supports Multiple Mail Servers
® Pre-installed Sensa Mgmt & Mail Software and Hardware Server
CLASSIFIED/ UNCLASSIFIED/ Package is Available
RED ENCLAVE/SIPRNET SBU ENCLAVE/NIPRNET
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Sectéra Edge

Procurement Options

Sectéra Edge Handset + GSM Wireless Module v GSM Wireless Networks * MIPR to General Dynamics C4 Systems
Sectéra Edge Handset + CDMA Wireless Module CDMA Wireless Networks NSA IDIQ CLIN . .
* General Dynamics C4 Systems Direct
Sectéra Edge Accessories Optional
, . - Visit www.gdc4ds.com/secteraedge/training
Sectéra Edge Training Optional for training information and schedule.
* MIPR to General Dynamics C4 Systems
Tvoe 1 or Non-Tvoe 1 NSA IDIQ CLIN
Apriva® Sensa™ Client Software and Annual Rights Fee v ypePuZL E(-]:w_aixllpe * General Dynamics C4 Systems Direct
* Apriva Direct or Apriva BPA #W91RUS-
06-A-0010
DoD PKI Common Access Card (CAC) Optional Non-Type IE(_?HE‘H) NIPRNET US Govt CAC Registration Authority
Sectéra Edge Encryption Keys
DTD/SDS Key Loading Device v Sypris Electronics
: : * MIPR to General Dynamics C4 Systems
Type 1S Voice, E-mail
DTD/SDS Key Fill Cable v Web Browsing & Classified | NSAIDIQ CLIN
PDA * General Dynamics C4 Systems Direct
SDNS Type 1 Keys (HAIPE® and SCIP) v R o ortral Facility
Sectéra Edge Wireless Service
Voice Service v Non-Secure & Secure Voice |  Centralized Ordering Vehicles (DoD BPA,
Calls GSA, etc.) _
CSD (Circuit Switched Data) Service v Secure Voice Calls : éTs?\‘AT Wireless, T-Mabile or WorldCell for
: * Verizon Wireless for COMA
) Non-Secure & Secure E-mail
Internet/Data Service v and Web Browsing * Rogers for GSM (Canada)
SMS (Short Message Service) Optional Non-Secure Text Messaging
- — - - - — - Visit www.gdc4s.com/sectera/service for
WPS (Wireless Priority Service) Optional Wireless Priority Service additional information and service provider
International Roaming/Dialing Service Optional International Roaming/Dialing | contact information.
Multi-Carrier Entry Point (MCEP)
Contact DISA SME PED Project Managers
. . . - o Type 1 and Non-Type 1 Push | Michael Lewis (michael.lewis@disa.mil) and
Wireless Service Provider Connectivity for Push E-mail v E-mail Ruben Aguilar (ruben.aguilar@disa.mil), or
visit www.disa.mil/services/smeped.html.
Enterprise E-Mail Server
Apriva Sensa Management Server Software* v
(one per enterprise) * MIPR to General Dynamics C4 Systems
Apriva Sensa Mail Server Software for Microsoft Ex- v . ngA ID:%CLIN. Ca Svst Direct
change* (one per physical location, max 5000 users) en.era - ynamics i ystems Uirec
Type 1 or Non-Type 1 e Apriva Direct or Apriva BPA #W91RUS-
Apriva Server and Client Training & Installation Optional Push E-mail 06-A-0010
Apri t and Mail ftware Pre- . - .
ing;;fegznnsaggcvaagr:men and Mail Server Software Pre Optional VISIi.' www.gdc4s.cqm/secterqedge/apnva for
Apriva Sensa E-mail contact information.
Apriva Sensa Server — Annual Support Optional

* Apriva Sensa Management and Mail Server Software may be installed on the same dedicated single/dual Intel Pentium P4 or compatible processor, minimum 1
GHz, minimum 512 MB RAM (1024 MB RAM recommended), 8 GB disk, Windows 2000/2003 Server
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Secure Communications: We Bring You What's Next

INFOSEC 77 A Street, Needham, MA 02494-2806 USA ¢ www.gdcds.com/secureproducts

Phone: 781-455-2800 ¢ Toll-free: 888-Type1-4-U (888-897-3148)  Fax: 781-455-5555 ¢ E-mail: infosec @gdc4s.com
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